
Customization



Surya mentioned in his 
interview that not every 
node is important for him, 
so he is interested in 
seeing few nodes with 
some weightage attached 
to them.



This customization can be 
extended from devices to 
user groups and upto 
physical location based.
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Impacted Devices



One of the AIOps user 
group, is interested in 
seeing impact in terms of 
Impacted devices.
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Important Devices



Should we tags devices ?

like based on Subnet, type 
of vulnerability etc?
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Hierarchy view



Site/org/Floor/end-user 
devices
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�� Set up a centralized monitoring system. This 
will allow you to view the status of the entire 
network from a single location�

�� Identify the metrics that you want to monitor. 
This could include traffic levels, device status, 
performance, and bandwidth usage�

�� Set up alerts for specific events. For example, 
you could set up an alert to notify you if a 
device goes down or if traffic levels exceed a 
certain threshold�

�� Regularly review the monitoring data. This will 
help you to identify any trends or patterns that 
could indicate potential problems�

�� Take action to resolve any problems that are 
detected. This could involve contacting the 
network administrator in the affected branch, 
restarting a device, or making changes to the 
network configuration.
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SLA breaches



One of the AIOps user 
group, is interested in 
seeing network health 
based on SLA status
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Live view



One view is required to 
see current live status of 
network
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Open Requirements

Network Segmentation / Hierarchy Navigation



View can be based on �
� Physical Location i.e. Branc�
� Whole Org leve�

� Device Group�
� Device ( end point & Network Node�
� Subnet basis
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Analysis of Performance metrics ( SLAs �

� SLA --> Classifier --> Sub-classifier Issues --> 
Remedie�

� Historical Data presentatio�
� Historical Data Analysis ( marking and points 

to show incidents & anomalies�
� Time and SLA relationship
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Device/user/Application Managemen�

� Defining Devices Group�
� End user Device group�
� List of Devices
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Dashboard Views 



Dashboard Views can be on multiple type -�
� Summary glance view ( first view on the day) - 

24h�
� Real-time Monitoring - Last 15 min ( By default 

) upto 24 h�
� Network Infra device status - 15 min to 2 day�
� End User n/w Experience - 15 min to last 2 

day�
� Security Monitoring



All the views will be filters based on the Hierarchy 
Navigation  selected.



Additional filte�
� Dat�
� Type of network (Wired / Wireless / WAN�
� “inactive time range window” 
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Topology View ( Network Visualization )



Interactive and visual representations of the 
network topology, illustrating device relationships 
and connections.
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Real-time Monitoring

Bandwidth Usage trend �

� to identify any spikes or 
abnormal traffic patterns

Latency and 
Packet Loss 
Monitor Trend

Top Applications/Protocols



Lists the top applications or protocols consuming 
the most bandwidth, aiding in identifying high-
traffic services. 



A custom list option can be given to monitor 
specific applications

Alerts and Notifications Feed:



Live feed  of current alerts and notifications with severity 
levels

Geographical Network Map�
� Geographical representation of network devices and 

their status on a map�
� color-coded overlays to indicate network health 

across various geographic locations.

Summary Card  �

� Total devices ( Network Infra node + End Points )�
� Onlin�
� Offlin�
� Not reachabl�

� Active Alerts , Alarms and Incident Count 


Core modules

Number of Active alerts 



�

� Zero notification with 
some delight text 
messages�

� It included failure in 
specified application�

� AP dea�
� Packet dro�
� and many more...
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Impacted Network 
Devices 



12 - impacted



which includes FGT, AP, 
Switches, FortiExtender
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Total Network Devices 



43



12 - impacted

43 - total



which includes FGT, AP, 
Switches, FortiExtender
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Impacted Clients 



20 - Impacted
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Number of Total Client 



350



50+300 



50 - Impacted

300 - Connected
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Delight Ideas -
Weather-style Icons�
� A set of simple icons with weather-style visuals indicating the overall network conditions (e.g., sunny for good, cloudy for warning, stormy for 

critical).

Network Health Timeline with marking of 
Incidents 



Y-axis - score out of 100

X-axis - Time selected�

� SLA Base�
� Network type based - it can be top filter
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Top 3 SLAs Breache�

� Name of SL�
� Impact Level�
� Delta Change ( op )

Harish

Watched Applications Tren�

� X-axis - Time�
� Y-axis - Bandwidth



DV inspiration is pending to finalize
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Alert Fee�

� List of incident�

� expandable with more details

Harish

Site Properties -�

� Nam�
� Addres�
� Countr�
� Number of Client device�
� Number of Network element�
� Geographical Co-ordinate�
� timezon�
� site type (office/data center/warehouse�
� Ownershi�
� ISP
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Device Map �

� total FG�
� Total Switche�
� Total APs


with “View Full map -->” hovering on widge�
� Not individual device type will be clickable 

they will be one click interaction
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Device Map expanded view �

� show hierarchy from site/FGT/Switch & APs 
which is always fixed 


ex. clicking on AP list will be shown as popover 
where user can select any AP and table will be 
refreshed with the impacted clients�

� Table will only Show Client level data ( client 
list ) in first tab�

� Next tabs can be - Events , AP Details etc.
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Widgets Idea generations

Widgets

Number of connected 
Client devices



13 
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Total Network Devices 



13 
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Active Alert feed



13 
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Impacted SLA�

� Nam�
� Impact level ( %, #, 

Clients �
� Delta from threshold


Vasundhara Ghose

Device availability: 



This metric measures the 
percentage of time that 
each network device is 
available.
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CPU usage: 



This metric tracks the 
percentage of CPU 
resources that are being 
used on each network 
device.
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Packet loss: 



This metric measures the 
percentage of packets 
that are lost on each 
network interface.
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Latency: 



This metric measures the 
round-trip time of packets 
on each network 
interface.
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Jitter: 



This metric measures the 
variation in packet latency 
on each network 
interface.
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Memory usage: 



This metric tracks the 
percentage of memory 
resources that are being 
used on each network 
device.
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Network utilization: 



This metric measures how 
much of your network's 
bandwidth is being used.
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Application performance



Application consumption 
or network utilization can 
be tracked for the 
application added in 
watch list or top 
consumers.
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VoIP performance
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Temperature



This metric tracks the 
percentage of temp on 
each network device.
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Disk usage: 



This metric tracks the 
percentage of disk space 
that is being used on each 
network device.
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Interface availability: 



This metric measures the 
percentage of time that 
each network interface is 
available.
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Bandwidth usage: 



This metric tracks the 
amount of bandwidth that 
is being used on each 
network interface.
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 Interface - hardware or software component that allows a 
device to connect to a network

A 
centralized 
monitoring 

system

Identify the 
metrics to 
measure

Incident 
logging and 

analysis

Troubleshoot the 
issue and reach 

to remedy

SLA 
Monitoring

Network Segmentation a.k.a 
Hierarchy Navigation



Pages can be viewed based on �
� Physical Location i.e. Sit�
� Whole Org leve�

� Device Groups�
� Client devices - your mobil�
� Network Elements - AP, Sw
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Analysis of Performance metrics 
( SLAs �

� Network segment leve�
� Incident leve�
� Client Device leve�
� Network Element leve�

� SLA --> Classifier --> Sub-
classifier Issues�

� Log�
� Take Actions
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Static List view page�

� Sites Status�
� Network elements status
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Configuratio�

� Defining Devices Group�
� End user Device group�
� SLA Threshol�
� Defining SLA weightage ( 

Idea phase)
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Dashboard Views�

� Default View�
� Custom View



Sample Filter ideas for dashboard�
� Type of network i.e. wired/wireless/

wan/overal�
� Time range
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Default View - 



Sample KPI ( Key performance 
Indicator) tile ideas�
� Impacted n/w Element�
� Total n/w Element�
� Impacted Client device�
� Total client device�
� Number of active incidents



Widgets�
� Network Health Score timeline 

with incident marking and 
option to see in terms of 
Network elements and client 
devices�

� Top SLA breache�
� Device Map�
� Watched application Tren�
� etc.
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Custom view �

� Based on drag and drop 
metrics dashboard buildin�

� Data visualization choices can 
be below ones based on 
feasbilit�
� Lis�
� Number til�
� Line grap�
� Bar graph 



Metrics can be �
� Device availabilit�
� Bandwidth usag�
� CPU usag�
� Memory usag�
� Disk usag�
� Packet los�
� Latenc�
� Jitte�
� Application performanc�
� Temperatur�
� Humidit�
� Power consumptio�
� Fan spee�
� Disk healt�
� Memory healt�
� Battery healt�
� Software versio�
� Firmware version
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What user wants to achieve with AIOps?

Dashboard



The data for the Overall Network Health chart should be sourced from various factors, such as�
� Device SLAs, which encompass the performance and service level agreements of network devices�
� Incidents involving AP (Access Point) reboots�
� Incidents involving Switch reboots�
� Metrics related to CPU usage on network components�
� Metrics related to memory usage on network components.



Suggestion to have  separations of Devices and Clients in dashboard 

Network health score chart will have�
� Device�
� client�
� Overall scor�
� hovering on chart timeline data should display as count.


Need to show summary widgets with basic details lik�
� device health scor�
� incidents/alert�
� etc


SLAs also need to be show Percentage



Device List by 
memory 
Utilization
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Device List by 
CPU Utilization
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Top devices:�
� generating 

and 
consuming 
traffic on the 
network.
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Top users: This 
graph would 
show the top 
users that are 
generating and 
consuming traffic 
on the network

Vasundhara GhoseWireless Signal 
Strength ( 
coverage map)

thinking of 
having floormap.

Vasundhara Ghose

Latency Heatma�
� thinking of 

having 
floormap
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Site Network 
Health
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Site Bandwidth 
Usag�
� Trend/count

Vasundhara Ghose

Throughput trend
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Latency trend - 
based on round-
trip time (RTT) 
for data packets
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Reliability

Harish

Channel 
Utilization

Harish

Switchs/ap/fgt 
Performanc�
� connected/

impacte�
� number/list 

view

Harish

Retries attempts

Harish

End Users�
� Connected�
� Impacted

Harish

SLA Breaches�
� Custom SLA 

with widget 
options 
button with 
checkbox
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Site Incident�
� TBD
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Predication 
Widget�
� Content TB�
� Title TBD
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Stalling Score - 
Stalling = 
(Queueing time + 
Processing time) 
- Transmission 
time - This can 
also highlight 
which interface 
of network facing 
issues.
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Jitter trend

Harish

Application 
monitorin�
� by clients/ by 

bytes
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Packet Loss rate 
trend

Harish

Site level (Custom Dashboard)

Summary overview


Dashboard

Admin action check


Cup of the coffee view 

[ACTRON]

Network devices


All Network Devices

Clients


Clients ( user devices )

Configuration


Settings

Search


Global Search

AIOps Product Module Map

Summary overview


Dashboard
Admin action check


Cup of the coffee view 

[ACTRON]

Network devices


All Network Devices
Clients


Clients ( user devices )
Configuration


Settings
Search


Global Search

Default Dashboard

All device list

Individual device details

Device meta data

Device SLA timeline

Device logs

Device parameters

FGT Geolocation - confirm from Alex. 


AP, Switches - Floor & Heat Layout 
Client - Floor & Heat Layout


CPU

Memory

Filters
Device SLA

Device type FGT/AP etc..

Date

Device Type Favourites Network type

Group by

Action list

All Clients Device groups
Search

Individual clients details Client devices group

SLA Threshold

SLA Weightage

Client meta data

Client indecent logs timeline ( with SLA options)

Filters Create

Client search

Group by Modify

Device Search
Quick Access 

i.e. top 5 CPU 
utilization devices

Customized Dashboard

Network health score timeline

Impacted devices summary

Monitored device list

SLA breaches timeline

Filters applied ; Favorites + grouped by “Device type”

Filters applied : Impacted

Custom widgets option

Device Name/IP/Mac

Device Column1 Device Column2

Summary

Device Column..n

Topology page
Impacted Clients details

Impacted Devices details

No further page

Incident details screen

Severity of 
incident/

maintenance

Core modules

Static

Dynamic - real time

AIOps Redesign

Section 1


